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There is no information about possible countermeasures known. It may
be suggested to replace the affected object with an alternative product.
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Jcom and passkeydeploy].

JcomPhishing domain, created

2026-04-23Domainactivatemypasskey]|.

JcomPhishing domain, created
2026-04-08Domainactivatepasskey|.

]JcomPhishing domain, created
2026-04-20Domainaddoktapasskey|.

]JcomPhishing domain, created
2026-04-29Domaincreatepasskey]|.

]JcomPhishing domain, created
2026-04-21Domaindeploypasskey].

JcomPhishing domain, created
2026-04-10Domainenrollpasskey|.

JcomPhishing domain, created
2026-04-10Domainenrollpasskey].
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mspasskey]|.
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mypasskeys
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myqcloud][.]
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oktaenroll[.]
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oktaportalss
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passkeyadd
[.]Jcom

passkeyhelp
desk[.Jcom

passkeyport
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passkeyport
alsetupl.]co
m

passkeyregi
ster[.]Jcom

]JcomPhishing domain, created
2026-04-07Domainmspasskey].

]JcomPhishing domain, created
2026-04-04Domainmypasskeyssol.

JcomHosted or redirected victims to the
invoice-themed
archiveDomainhrefbfdhfhgre-142210...

JcomPhishing domain, created
2026-04-13Domainoktaenroll.

JcomPhishing domain, created
2026-04-13Domainoktaenroll.

JcomPhishing domain, created
2026-05-03Domainpasskeyadd|.

Root domains like passkeyhelpdesk].

JcomPhishing domain, created
2026-04-16Domainpasskeyportall.

JcomPhishing domain, created
2026-04-16Domainpasskeyportall.

JcomPhishing domain, created
2026-05-08Domainpasskeyregister|.
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]JcomPhishing domain, created
2026-04-16Domainpasskeyportall.

Indicators of Compromise (loCs):-

TypelndicatorDescriptionDomainfile[.
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